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Ransomware Detection and Protection 

1R�PDWWHU�KRZ�KDUG�\RX�WU\��VRPHRQH�WKDW�GHSHQGV�RQ�\RX�IRU�VXSSRUW�ZLOO�
HYHQWXDOO\�FOLFN�RQ�WKH�ZURQJ�HPDLO�DQG�VXFFXPE�WR�UDQVRPZDUH��7KH�FRP�
SURPLVHG�PDFKLQH�ZLOO�WKHQ�HQFU\SW�XVHU�ÞOHV�DQG�GHPDQG�D�UDQVRP�IRU�WKH�
NH\�WR�XQORFN�WKH�V\VWHP��:RUVH��WKH�WKUHDW�ZLOO�RIWHQ�VSUHDG�DFURVV�WKH�QHW�
ZRUN�DQG� LQIHFW�RWKHU�PDFKLQHV��VHULRXVO\� LPSDFWLQJ�EXVLQHVV�SURGXFWLYLW\��
2I�FRXUVH��SD\LQJ�WKH�UDQVRP�PD\�QRW�VROYH�WKH�SUREOHP� 

,Q� ������'DWWR� UHOHDVHG� WKH� ÞUVW� UDQVRPZDUH�GHWHFWLRQ� LQ� WKH� LQGXVWU\�� DV�
SDUW�RI�LWV�q7RWDO�'DWD�3URWHFWLRQr�VROXWLRQ��5DQVRPZDUH��OLNH�PRVW�LOOLFLW�VRIW�
ZDUH��OHDYHV�DQ�LGHQWLÞDEOH�IRRWSULQW�DV�LW�WDNHV�RYHU�D�VHUYHU��3&�RU�ODSWRS��
'DWWR�GHYLFHV�DFWLYHO\�PRQLWRU�EDFNXSV��DQG�ZKHQ�D�UDQVRPZDUH� IRRWSULQW�
LV�GHWHFWHG��LW�QRWLÞHV�DGPLQV�WKDW�WKH\�KDYH�D�OLNHO\�UDQVRPZDUH�DWWDFN�RQ�
WKHLU�KDQGV��)URP�WKHUH��UHFRYHU\�LV�VLPSO\�D�PDWWHU�RI�UHVWRULQJ�IURP�D�SUH�
YLRXV�EDFNXS��6WRS�ZRUU\LQJ�DERXW� UDQVRPZDUH�DQG�JHW�EDFN� WR�EXVLQHVV�
IDVW�ZLWK�'DWWR� 

<RXU�VHFUHW�ZHDSRQ"�7LPH�7UDYHO��7KH�RQO\�VXUH�ZD\�WR�UHVROYH�D�UDQVRP�
ZDUH�DWWDFN�LV�WR�UROO�EDFN�WKH�DIIHFWHG�V\VWHPV�WR�PDNH�LW�DV�LI�LW�QHYHU�KDS�
SHQHG��$/72��ZLWK�SRLQW� LQ� WLPH� UROOEDFN�� LV�GHVLJQHG� WR� UHFRYHU� IURP� MXVW�
WKHVH�VFHQDULRV� 

Computer Backup Services 
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Availability and Data Integrity for any size business 

:LWK� D� K\EULG� FORXG� EDFNXS� VROXWLRQ�� EDFNXS� LPDJHV� DUH� VWRUHG� RQ-
SUHPLVHV�DQG�PLUURUHG� WR�FORXG�GDWD�FHQWHUV��VR� WKH\�FDQ�EH�DFFHVVHG� LQ�
WKH� HYHQW� WKDW� UHVWRUDWLRQ� LV� QRW� DYDLODEOH� ORFDOO\� �L�H�� D� GLVDVWHU� VFHQDULR���
7KLUG-SDUW\�FORXG�'5DD6�SURYLGHUV�FDQ�RIIHU�VSDFH�DQG�RIIVLWH�FRPSXWH� LQ�
WKH�FORXG�DW� ORZHU�FRVWV� WKDQ� WKH�DYHUDJH�063�FRXOG�SURYLGH� LI� WKH\�EXLOW�
WKHLU�RZQ�FORXG�� 

'DWWR�%'5�GHYLFHV�PDLQWDLQ�PRQWKV�RI�EDFNXSV�RQ�SUHPLVHV��SURWHFWHG�E\�
SUH-H[LVWLQJ�ÞUHZDOOV��VHFXULW\�SURWRFROV��DQG�HQFU\SWLRQ��'HYLFHV�DOVR�UHSOL�
FDWH� DOO� EDFNXSV� �UHFHQW� DQG� ORQJ-WHUP�� WR� WZR� UHPRWH� 'DWWR� &ORXG� ORFD�
WLRQV��7KH�K\EULG�FORXG�VROXWLRQ�HQVXUHV�FODVVLF�q�-�-��UXOHr�UHVLOLHQF\��EXW�
ZLWKRXW�WKH�DUFKLWHFWXUH�FRVWV�DQG�SODQQLQJ�WKDW�WUDGLWLRQDOO\�SXW�WKLV�RXW�RI�
UHDFK�IRU�PRVW�EXVLQHVVHV�� 

$OO� 'DWWR� DSSOLDQFHV� DQG� FORXG� QRGHV� XVH� WKH� DGYDQFHG� =)6� ÞOH� V\VWHP�
ERWK�RQVLWH�DQG� LQ� WKH�'DWWR�&ORXG��=)6�JXDUDQWHHV�SURWHFWLRQ� IURP�GULYH�
IDLOXUHV��EXW�PRUH�LPSRUWDQWO\�SURWHFWV�DJDLQVW�VLOHQW�GDWD�FRUUXSWLRQ��$V�D�
'5DD6�VROXWLRQ��WKH�'DWWRpV�+\EULG�&ORXG�3ODWIRUP�DOVR�SURYLGHV�WKH�IOH[LELO�
LW\�RI�,QVWDQW�9LUWXDOL]DWLRQ�RI�EDFNXS�FOLHQWV�XVLQJ�WKH�FRPSXWH�IURP�WKH�OR�
FDO�%'5�DSSOLDQFH�RU�LQ�WKH�'DWWR�&ORXG��IRU�VLPSOH�\HW�PD[LPXP�DYDLODELOLW\�
IRU�%&�'5��7KH�UREXVW�����3%�'DWWR�&ORXG�DOVR�SURYLGHV�FORXG�VWRUDJH�IRU�
'DWWR�%DFNXSLI\�DQG�'DWWR�'ULYH�� 
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Disaster Recovery and Business Continuity 

:KHQ� LQIUDVWUXFWXUH� IDLOV��EXVLQHVV�FRPHV� WR�D�JULQGLQJ�KDOW��5HSODFHPHQW�
KDUGZDUH�WDNHV�WLPH�WR�RUGHU�DQG�LQVWDOO�� LQIUDVWUXFWXUH�QHHGV�WR�EH�UHEXLOW��
DQG�EDFNXSV�QHHG�WR�EH�SDUVHG�DQG�DSSOLHG��7KLV�FDQ�WDNH�KRXUV�RU�GD\V��
HYHQ�ZLWK� D� JRRG�EDFNXS� VROXWLRQ��8QIRUWXQDWHO\��ZKHQ�EXVLQHVV� LV� GRZQ��
HYHU\�VHFRQG�FRXQWV��7KDW�LV�ZK\�$/72�SURYLGHV�LPDJH�EDVHG�EDFNXSV�WKDW�
FDQ�EH�ERRWHG�LQ�WKH�VHFXUH�'DWWR�&ORXG�ZLWK�WKH�FOLFN�RI�D�EXWWRQ�� 

*HW�PRUH� WKDQ� MXVW�RQH�VHUYHU�EDFN�XS�DQG� UXQQLQJ��YLUWXDOL]H�\RXU�HQWLUH�������������������
LQIUDVWUXFWXUH�ZLWK�WKH�FOLFN�RI�D�IHZ�EXWWRQV��%H�EDFN�XS�DQG�UXQQLQJ�DV�IDVW�
DV� WKH� ,PDJHV� FDQ� ERRW� LQ� 'DWWRpV� &ORXG�� 2QFH� WKH� FULVLV� LV� SDVW�� $/72�
PDNHV� LW�HDV\� WR�JHW�EDFN� WR�QRUPDO�RSHUDWLRQV��6D\�JRRGE\H� WR�EXVLQHVV�
GRZQ�WLPH��DQG�KHOOR�WR�IDVW�DQG�HDV\�EXVLQHVV�FRQWLQXLW\�DOO�LQ�RQH�SURGXFW�
ZLWK�$/72� 

Backup and Restore 

,Q�WRGD\pV�ZRUOG��XVHUV�ORVH�ÞOHV�E\�HLWKHU�GHOHWLQJ�WKHP��RYHUZULWLQJ�WKHP��
D�YLUXV�KLWV��RU�KDUGZDUH�IDLOV��:LWK�$/72��VLPSO\�VFKHGXOH�UHJXODU�EDFNXSV�
IRU� D� GHYLFH�� ,I� \RX� QHHG� WR� UHFRYHU� ÞOHV�� D� IHZ� FOLFNV� ZLOO� DOORZ� \RX� WR�
UHVWRUH�VSHFLÞF�ÞOHV�\RX�DUH� ORRNLQJ� IRU� LQ� WKH�FXUUHQW� UXQQLQJ�GHYLFH��1R�
PRUH� JXHVVLQJ�� ERRWLQJ� LPDJHV� RU� GLJJLQJ� WKURXJK� FRPPDQG� OLQHV�� :LWK�
$/72��UHVWRULQJ�ÞOHV�LV�IDVW�DQG�HDV\� 
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